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Abstract of JP2002229861 

PROBLEM TO BE SOLVED: To provide an 
inexpensive recording device capable of 
recording a lot of data having a high secrecy by 
mounting two kinds of semiconductor nonvolatile 
memories of different properties on the recording 
device using a semiconductor memory, and 
selecting written data with the recording device. 
SOLUTION: A tamper resistant module 121 and 
a flash memory 140 are mounted on the 
recording device 120. A CPU 128 in the tamper 
resistant module 121 judges the secrecy of data 
sent by an access command 1 10. A small 
amount of data having high secrecy is recorded 
in an NV memory 125, a large amount of data 
having high secrecy is ciphered and recorded in 
the flash memory 130, and data having low 
secrecy is directly recorded in the flash memory 
140. 
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mi. 
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^v>r-i?z n/cteis«srii. wett©^-?*- £ £ 

fgt > f f - £ ^gftllJtKt -5 c £ a v k , ±{i§is 
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osoisesioaH, tir?-i2X3v>F4 0 8 

^-£«^6iiffiT^-tzX3i-5'>F4 0 9 

cit, mim3z i o 3 <tsesa$iai2 o t©rar-©s 
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B. If-K^^D/Mf 1 0 0*e.*7 b<y-940 
3, 0 3 fcrt-LTKfgaaB 1 2 0©^>/^U 
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120t©rit'B 5 -Y -tz>X4 0 1 BUr/Hb^-T^ K 
40 SZWRlL-CffimZtl* $>Jl\s$>Z$> Y 

^103 italics 1 2 0Oiam iili7?-feX37 

> f 4 o 8 (DA-zmm EB&Ka 1 2 0 rt©? 5 » 

1 4 0<\@Efs3ft&,, 
[0032] § 1 9 B. fl7i'^37> F4 0 8& 
y'il71'tX37> F4 0 9©*gfi£#l£^-rE|-C#> 
•2>. fjar^H2X3^>F4 0 8B 37>Fa-Fl 
8 0 1, 5^ 1 8 0 2RO'^"ifX';T 1 8 0 3#>6*f§ 
j£3ft-C<,>-5„ 37>F3-H180 1B, 37>F$ 
-f7"18 1 0, Mtt 18 11 SO'-fe* a'Jf .f W\s 1 
8 1 2*^«^3ftTI,»S. 37>F^-f7'1810i 
11418 1 1KB. 019 ©*K^T J: 5 ttWJtBBW© 
HHR*i«rtfiSftr«,»-6. Ittl8 1 1 £B. M^Bf- 

r*3***iR-f *^«c£-c**. «TC©J:^«c«tt 

;H 8 1 2KB, 37>KKj;r,riIi3tll>f-^0 

• 'JfyU^B. SKtSft-S^-^OttRKteCi-r. 
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K7^-bX37> F 1 1 0Kft))D$n5„ 
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9£>$£ft-5,, 
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3 — F 1 8 0 4, S3 1 8 0 5SO*f-i! 1 8 0 6^ 
fi£3ft-5„ 3V> Fa- F 1 8 0 4B, ii7i"b^3 
7>F4 0 8©37>F3-F1 8 0 1 t[5\—V 
S3 1 8 0 5KB. 7-2 1 8 0 GiCWfaZtiZ,?-* 
©S3«r^r««**»tt3ft&. f-^ 1 8 0 6 KB. 

^©^-^^tsmsfts. 
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P§B^b='v>F4 0 6B, m&m^l 0 3if-Ai 8 
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> F4 0 6©lftWJ5;37> F3 - F^i'BSnCoTli 

[0 03 6] 0 2 0 B. IBlS^a 1 2 0Wf^37> F 

8 *S«-r -5(1901). tsii^a 1 2 0 |^©C P U 1 

2 8B. |)l7^-fe^37>F4 0 8©37>F3-F 
1801?rfx^nS(1 902)„ tei7^-bX37 
>F4 0 93&s^-TftB. CPU12 8B, l&ilT^-fe 
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X=3-?>F©JI?#T4Ultr<r& (1904). CPU12 
8». ii7?-l2X3v> h"4 0 9^^a-r-S (190 
5) „ ii7^-feX37> F4 0 8&Cl&®7i?-teX:3-? 
>F4 0 9*i£*ihTl»&<r>ttte«, CPU12 8B, 
!gfll7*-feX=J^> FJBWfcfHrT* ( 1 9 0 3) . 3 
v> F©MII#i?i*TT6<b. CPU128B, T^-^jl 

0 6). 

[003 7]@2 1B. CPU1 2 8^fff-5f-3! 

1 9 0 6 4^^713-8^*4. CPU 12 
8tt. m&tmi 0 3 JrOiiftSnrSfciMlT^-fex 
3?> F4 0 8X»ISlTi'-feX37> F4 0 9©3^ 
> K^-Y^l 8 1 0^WRrrE3v> F^i ^^fg^ (2 
0 0 2) . WRITER -?>FtW& 6^11*1*7^4 (2 
009). 3V>F5-f7"18 1 0 ^WRlTE3-v> F£ 
6, CPU12 8«. 'J7f*3©r : -£4t)l~v 
11418 1 1 (CJStt-T- (200 
3) . JRttl 8 1 lKJBtt^-iraiSaEO&^ftfc. C 
PU12 8B, avyF^-FOW^'Jf-fK-iH 
812t?i-; i7-T-2>(2 0 0 4 )„ CPU 1 2 8 tt. -fe 
<jf~ ■< v^ovifi l Nvy*y l 2 5©3g£§fi 
4IB-~< (2 0 0 5) , ^^^M^+^*4^6, ?-* 
ZMS*: 'J 1 2 5MmrS (2 0 0 6) . 

+»ai»«t6. cpui2 8«, T'-zzmmtLx 

(2007) , f-^477'^3yt'J 1 4 0^f# 
iitf (2 0 0 8) . -te*^ ')f^ U-<-rt^2&e>, CP 
U 1 2 81*. 7*-£4Bf-5^bL-r (2 0 0 7) , 7*-* 
%77^ a yt'J 1 4 O^mZiteS (2 00 8) „ -fe 
+ i 'Jf^OWS3tc6, CPU128B, ^-£4 
yv yisz-ji^yi 4 0~-#tr&tr (2 0 0 8) „ 
7 7"2 0 0 3-CM141 8 1 \icmY±T-*zifift1±-t Z>t 

mmutch. cpui2 8B, ittf-^©^^i«i 

(2 0 1 0) „ JStt-r-^KJcoT. Ti7 42X3-7 

r*st«»f3n&tt6» cpui2 8«, w^>;i 

2 5©££gfi4PP< (2011). £*SS#&-5& 
6, ^-£41^* 'J 1 2 5^Mt5 (2012). 
aSS!«**-HMRt»&6. CPU128H, f 1 -**!® 
■^bLr (2 0 13) . t"- £4-7-7 y^^^-t'J 1 4 
(2014). *Sfi©«#7*-*<!:¥iJ»r 
2nS<b, CPU128tt, r-^Bg-SHbbT (2 0 

13). f-^477 j^* 1 ; i 40-M§ffrr£ 

(2014). B§4iHb©j&g#fcl>&6. C P U 1 2 8 
«. f-^«©il77^ a ytU140'Nlgttt 
4 (2014). 

[0 0 3 8 ] |6tt, &3R@i|§{ 1 0 8 JCb W£Bf*HbS 
ftfc»fieii8»L£«yi5 1 O&a'Bg-^brtSfUIfiMSSffi 
tZ^S5 2 0 47St7P-it*5. Cil6C*i4- 

$ i^cc orBg^tam^sgttiiMii 500 iifssr *. 
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[0 03 9] 4>misli^ 1 0 8«C*JW<&BS#<bSftfcjIfi 
igS§fillltelI5 1 OZmWfZ. mmim^i 1 0 3 ». fg 
&t*#gKo 1 5 3 4tB«^g 12 0*f,10tH-r (50 
2 ) . m&ffi-* 10 3 5*. *gffifflttBKo 1 5 3 Zm-^ltL 
xv-vz-fnm *t\ o o^mmti> (503). Bf 
^b3ftfc«?R1lW8ifol 5 3£SfIU;rcU--tX:/P^ 
-fyiOO ©If- A 1 8 0 «. ffcS5tS#SKo 1 5 3 
fburrootilT (5 0 4) . -e-©f£©5im&t*5t,>T«> 

D"-^' 1 8 0 t.Wm% 1 0 3 tffgffiflRBKb 1 5 3 T'lf 

io mzvgmtbxm^m-rz. cticctor. Bg^t^tx 

fca<a«KaiWLfi[ £ *i £ ( 5 0 6 )„ 
[0 040] Bf#^bl^SI5a«iSSS5££iS!iffl5 2 0 £&9J 
TZ. lalft^a 12 0«. fBSWffiKi 1 5 5 4Bf-Jf{b 
0. ttflftftn 0 3Mt-t'X7*a;<-f^l OOffl-C 

Stltcm&ftmKi 1 5 5 4t-tX7'D/^jfl 0 O's 
aSMf* (.5 0 9). B&#fb3*lfc*Mr»*Ki 1 5 5 * 
SfflU/clf-ext/P^ £1 0 0©-{fw»' 1 8 O&i. 

«*««Ki i 5 5 z&mt uxm. out (510). -e 
20 ©ta. -9- -a i 8 o tm&mm. i 2 o mmmmKi 1 5 
5r«ffli*Bt#{ti/rt»«*jasa<irs (5in. c 
tuc j; r . le-^brtatameis^WLft s n 4 < 5 1 

2) . 

[ 0 0 4 1 1 H7i*. mmm*. 1 0 3 tumgm 1 2 
0. t-/ti8 o©ifflr©«ft«ifiiiicDS*waisiEn* 

^•TH-CA^. C©0T'W. twq 8 0 61 Bfifgg 
1 2 0^#fl5*4«llOfct»:3>^>?4 0 2 4j*ffT 
SJg^JCOCi-CTSb-rtiS. S^m¥W©aiEB. 02 
2iC7p-$-*iB&*i5£2 1 0 1&C&5„ ft. S7lC*Jl>T 
30 ttKsittlJ--^ 1 8 0&UMtj:t £i$imLX$il&-r& a K 
s2«iBW$Sil 1 2 0 ©Bi-stMffiUSS 1 2 6 #SL»tt£* 

*iJffl##^iSp£ i o 3 *»f¥0 
T. 3>7->-;/SW#£i»^l 2 O^JSTjK-TSi. IB 
1 2 0*«3>7->^^6 0 1 Zmfflfitfi 1 0 3 
41 It 3 yfy^ 4 0 2 4S^f L/n^t-A' 1 80 

^mtt c *i«e «fc r f a^iiRs i 2 o » . sxf# o 

l^>f->^4 0 2 4C*ftr.b/cC o n t e n t I Dt 

immm 1 2 ojWEa&f&gs-e*&c i^uwt- -siew 

#C(Ka,KPmc| |I(tic)4-y---'f 1 8 0^3H{IT£ ( 6 0 
40 2) . -fr-yU 8 0^. 3>f>7 I DiiiEB^«4Sfi 

*>n«. IB^^ 1 2 0^-te y ~> h >SlE(KPmc,Ksl) 4 
(603). -tz 7 -> a >HKs 1 4IB^S 1 2 

oa*sfrr-5 4. ^^3^x524^1^411 

$l?4ECKsl,KPml| |Ks2| ICRLUpdate) t Ltt-^' 18 0 
^fsTS (604). ChS3filfcf-v<l8 0tt 
5--/Hz>X4 0 1 4^tr^<?4tffK4ECKs2,CRL| I E(K 
Rnl, TransacationID 1 1 Acm 1 1 Kc 1 1 Acp))i LX 

immm. 1 2 0 ^mmtz ( e 0 5 ) . ^^r. d--^* 

50 1 8 0B. 3>f>7 4 0 2 4IB«^«gl 2 0^E(Kc,C 



u 

ontent)<h trilimT^>C6 0 6). «T"CattWr4«ffi 

[ o o 4 2 ] 0 8 «. nmmm. 120. stw^s 1 0 3 

RW-^'l 8 0**l*n©V7 i^*7©|5giif&i£ 
&OTl»£. «T©fBi£-t'B. -^-b^^n^^l 0 
0©IBt)5?r«BS-r^ o tBJi^gl 2 Otlt Bf^HbfUft 

gP7 o 2o±{cr^n—>3>7 o i*i^nti> 

4. 77''jy-'>3>7 0 1#. BS#<blt#SP7 0 2^: 

3 >7oia, i 2 o rtcof^- *«ffl*> 

ir->3>7 0 l*>JSI»Stl*. Bf-Sffblt#SP7 0 2 

b. B^KH-rstf-**gi*fT 5. iHHb«&att7 0 2 

B. 77'^->3>7 0 1 fcfWttfr < . tiffii&3i 1 0 
[0 043] flRMHc 1 0 3 tB. ilff S*^ag|J7 0 

4. 7 0 5 B. flg*&a?K 1 0 3 ©iift© 20 
3B7 04B. fiHWf*" £ 5 s -* m 8 OiOHT 

®»g 1 2 0©B§-*f{b!tiiSP7 0 2*WfflO-rff*>4a 

5. MS*77'^->3>7 0 3tt, y^^-* 

5*. «^y-*;HWfi«cir. o 3-cw 

0 r-B. V7Hi x TB. S*jUIffi&3|S7 0 6. 30 
ftiIfiMffig|57 0 7Mf-^7^U^-V 3 >708 
*>6«fi63nS. S*flMI*Bffla$7 0 6&0"Bf#fbfflff 
MffiSI37 0 7B. flg^JS* 1 0 3©a*affjaiig|37 0 

4so £ Bs#{fc»<3teffl»7 o 5 tmmvmft*T&. fc 
/a. Bf^ba«MfflSP7 0 7B. qreftccH-rftASS 

Sr^iSfC. ElftSm 2 0£fiJfflL&< T&<fc<,>„ 
t-A7^ l ^->'3>7 0 8B. 0 3K1B 

3>-CS)S,, 40 
[0044] iBUMUX 120*1. O^^* 

rijwfi 8 o^e»3>f>74 o 2£sxf#-rs*§£fc: 
•oi>r»wrs. h 9 k^-t <t 5 sc. ubwbsiu 03s 
cx-if-^ 1 8 0 <Dmmtffim%±m%$7 04. 707*. 

»*aft©IMgP7 0 5. 7 0 6 «A>t/?BfMHbaflMB» 

so i*«<is-rs (ctiB. Bf#^b3tifcrt3iia«eB 

1 0 9K«ar*) . Bg^baffMiIg|57 0 4B. 12® 
KM 1 2 0 rt©Bf-Sf {b!t«SP7 0 2 Sfijffl OTH§#ftK: 

1 8 O^ML. QMHt9ffieB8 0 1 -CBf^bSOa 50 
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[0 04 5] Bg#ffca(SJiK7 0 lASflteRStlSt. 0 

i o tciST «t 5 «. §ass^g 120. fltflftft* i o 3 a 
o'-^-m-i 8 o©^T7"D^-^3>^|aati-ra„ ib® 

gfl2 0O77''J*-'>a>7 0 1*5 1 1 0 

3iBi-^{bffill«SS7 0 1 */H/T. ■y-^TT-';^- 
^3 >7 0 8^f>m»0/c(,i=i>7->->4 0 2tC>FtlB-r 
5?-/-fe>*4 0 1 SEttSHl 2 0©*>-rC 

[0 04 6] 7-C-fe>*4 0 1 ©Ktfj&^TT-Si. 0 
1 lfCSsf i^fC, IB®^gl 2 0©77'n-i'3> 

7 0 1 *i. fli^iS^ 1 0 3 ±V$mtMm®388 0 1 
LT, t-M7 7'y ^r-V h >7 0 8 7j>6Hf-^{b3>-f 
>-;>4 0 1 £S5tf#L>. «S^10 3©7 7 ^> a >* 
>; 1 4 O'NGMf-T'So ft. 3>f>740 i*5-r-cicBt 
■^-fbStirt^fciti. c©^j©-cb. IMcij-wc 1 8 o 

#»6SfIL.fc? s -**ie»§liBl 2 0^fri/iiWr 
J:t>©T\ &!7i'^3?> K4 0 8©*5rffl(,iTM 
^STi7-fe^3-7> K4 0 9*ip]fflLTfe* 

[0 0 4 7 3 012 B. 08 ~0 11 (CfcWSiiil©^ 

^A^tTSnS (110 0). Sf^iSft; 1 0 3 B. « 

^a>*iasagai 2 0rt*»6aiiR-rs(i io i). c 

PU12 8B. ^^1 0 3«:jitK5ll/c-7^ -.»>-^. 

fbsnrt^s*^* v 9-?z>(.i io3)„ Bg-^fbStir 

L^lt^B. CPU 1 2 8B, Wtim&ml 5 1 
TT7y^-Va>* ffi-i? fbLT, T7';^r-V3>RA 

mi 2 7ccte$ft-rs (1104) „ Bf^b$tirc^«cti 
»£B. CPU12 8B. ?0$j77^ay*«;i 
4 0 J: 0 ii^Hi LT . > RAMI 2 7iCH 

tf^ffiiftW*-Ct8#ir4. CPU12 8B, T7'V?-~ 
zsa^&mftTZ (1 10 6). 
[0 04 8] 7 7" — > a > # j|H«) -3" -S i . 

1 0 3SO'IB'tt«g 1 2 OB. Hi^fbaff^!iSi»lZ^a 

5oo*nfri>r. -9— ^* 1 8 o iamigBS^fiSi-r 

[0 049] fBtt^S 1 2 Oit-A l 8 0 t©Ffl-CjH 

Sfg^ai i 2 ojwutfsns. c©i#, Bg-^fbam 

0 r^ffl Lfc«W« $gKi 1 5 5 ^rfijffi LTIJ--^ 1 8 0 

tiBa^ai 2 oaiaiMD^-^Bi-^bu 

1 0 3*iti*lLTSS«m*tf 5 < 1 1 07 - 1 1 1 

8 ) . iH^SJfc 1 0 3 B. iEtt&B 1 2 0 *i36«f3Lr 
^6f-f415C tB-C#nct>. M«*10 3B, 

iB®^ai 2 o<DmmmT*^?~9mi*mwz> 

Ci^r^-S/ci*. R^f Sf'-f^fBtf^ai 2 0*^ 
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[0050] mmum io3B. m^mmm 1120% 
mrr&tctb. mimmi 1 3 o&ii?rr& 0 aa^cc 
b, lis* io3«, mimTmm^Mim^s. 1 0 3 

^ 1 8 0 ^fiTTS (1132, 1 1 3 5) Ci 
1 8 0 CCjl<lilltt&ttX3-& ( 1 1 3 3 ) . IB 

mmmi 2 okt?" 1 ;^— > 3 >£**73-tf.2> (113 

6) . 

[ 0 0 5 1 3 h 1 3 ». 1 8 0 *>6iaw^g 1 2 

O-s. ^S*l 0 3 5:Mtt7-r-fe>X4 0 lS:^ 

o>o- F-r-5)*^©^a<j3v> Fo-^omo^L- 10 
[0052] TyvJr-i/ais&mmmi 1 00m 

£(T©3V> K*5-£9IX*) OPEN_CHANNEL 12 

0 1 B, MtmtJZ 1 0 3 *>6iB»§IB 12 0\ msn 

r«ffl©afi*ass * #sw s * (cisfi 1 s n * =j v > k 
tr**. mmwi 2 oh, <s«ii«igifs<D»#*ii 

[0 05 3] OPEKLFILE 1 20 2K, St^im^ 103^ 
IBfiH&Bl 2 0rt©7^-fe>*4 0 1 %S#t57 7 4 20 

07T-fiHM>5aT#^4*lfflLt:tTfo4a&. VERI 

fy 1 2 03d Wffifck i o 3 mzm&m. 1 2 0 1*9 

T-5 FT**. IBSi^a 1 2 0 ttWM^- YifilE 

tt©4>cD-c*€,ii2iE-rsi. tangggi 2 orteuor 

^-^> a >*5Saitl3n > 0PEN_FILE 12 0 2 X'tBM 
[0 0 54] 4>«EI«l{c*iW-5lg#ffcStiA:jie«ISW 30 

s^iS5 1 owbn*. Bi^b^ameiESfflii^a 

5 2 0TH, jyT©3"7> F*H>»3flX9 3tl-2>„ SEND_C 

ert 1 2 0 5a, mw&F. 10 3^, iBISiSg 120^ 

lE^ftmmm i2o*§ci *aE^-r-2>aEB^#©^m 

Ft?**, im^mi 2 0B, SOB* 

*SWf«l5|5 1 0 3^jHfrf 

[0 05 5] OPEN 1 2 0 6 B, KmH&Jfc 103*, IB 
$mWl 2 035>6K*aLfcfEW»4Contentny&*- 
l 8 0^M«3v> FT-&£„ 1 
8 0 *5f2iET£ i, t-A-l8 0», -fe 3 >«Ksl 40 
**JSKLrUBff«l5|Cl 0 3^jMm-rS. SET_SESSI0N_KE 

y i 2 o 7 b, m&mm 103^, ifwi i 8 o *>e>s 

ft L fc-fe » >- a >SfKsl£IBf§i£g 1 2 0 ^jUff-r & a 
-7> Kr*S 0 1^1 SEND_CERT 1 2 0 5, OPEN 1206 
&!>*SET_SESSI0NJ<EY 1 2 07©3V>F«, 87©3 
>r>-^S5)<6 0 1 <h-fe^>3>giKsiS£fi6 0 2 (C2f 

[0 0 56 ] i£gfi#Lffl 1120 T'B, «T©3-7> F 
*5-£> 0 0 3 n -5> , ESTABLISH_WRITE_SESSION 1 2 0 
8 B, 1 2 03)5-fe^a >$tKs2££iS; t> . * 50 
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ti^KsrcBg-sHb u/c &©£8tw®* i o 3 ^mm T£ 

3V> F"C$>&„ 

[0 0 5 7 ] ESTABLI SH_WRITE_SESSI0N 1 2 0 9 B, #1 

i o 3*5, smmw 1 2 o*6««ofcKsiTB6 

*WfcS*ifcfe2*1Jw<i 8 0^^fr^,n-?> K-c* 
-So Bg^ftSftfcKs^SML/c-y-^ 1 8 OB, K s 
lT'8t#{LKs2*a#L, K s 2t7-ft>X4 0 14 
BfrfUfcLT. 0 3^Bf^b3n/c7-f -fe>X 

40 i*sim-rs. 

[0 0 5 8 ] SET_LICENSE 1 2 1 Ott, tmffi% 1 0 3 

*s, 7^>^4o 1 4iB»s^si 2 o~^tfrr5=iv 

[0 0 5 9 ] WRITE_LICENSEl2 1 1 B. St^S* 1 0 3 
*5, IBSSSgl 2 0CC. 5"f-fe>X4 0 1 4Ks2-CfI-^ 

{bu $>vsuyx^>Ftya-;n 2 l©!^-*'; 

1 2 5^4H2>*tt*Ml«*f&dEU*c«c^3i** 

tc#><it^7~$'&^>-?y F"C*&„ ESTABLISH_WRITE_ 
SESSION 12 0 8 , 12 0 9 . SET_LICENSE 1 2 1 OM 
WRITE_ LICENSE 12 1 IB, 13 7 ©KsrC-fe 3 > 
SIK s 2j£fi6 0 3Rt>*^'f-fe>XKlff 6 0 4tC*HS-T 

[0 06 0] ^T^a 1 1 3 0TB. JitT©3^> F*5 
^DIO 2tlZ>. CLOSE 12 1 2B, M&tm^l 0 3 

4*P6-ff-S>3-7> FT#>S„ CLOSE 12 1 2 4-!f-'-U 
8 0 ^Sff i, wi 1 8 0 B, ftftffitft 1 0 3 t 
y-rtl 8 0©K©Bf^bafi^8§8 0 1 4«*T«»„ 
CLOSE_FILEl 2 1 3B, ^Ss* 1 0 3*5, IBi^g 1 

2 0©7 r >fJl'4WD-SfcJ5iC^tfT€.=iv> FT*> 
-5. CLOSE CHANNEL 1 2 1 4B. if^4S^ 1 0 3 ASfB^i 

1 2 o £©ra-e*jffluri>fc^am«s»*B!itT 
*offl4*^T-rsfciibcc^f-r-S3T> Ft?&s„ 014 

B, 1 8 0*>6!ai§«g 1 2 0 1 0 3 

4gfiLT3>r>'; 4 0 2*S3?*^>D- FSnSW^ 
©av> F© J ?"3Bi'P47^-riir'$,S 0 »«il 1 <t 

[0061] ftffl5\m 1 0 8 tctev&mmtztitcmm 
nmm&mws 1 o*Jtft>n*. ^mm® 1 1 2 or 

B, OT©3-7> F*s-f>09(D §ill> 0 OPEN 13 0 1 
B, tmm^ 10 3*5, HXf#LfcLKontentID£lJ-~^ 
1 8 0^Mim~? Z>^> -?y F"C&So ContentlD^-y--^^' 
1 8 0*5g:frr3i, t-^18 0B, ft#=i>^>^ 
4 0 2 4$twJS3£ 1 0 3 ^iMfi^&o SET_BL0CKS_TRANS 
FERRED 13 0 2 B. flt^iiS* 1 0 3 *s, V-^ 18 0*^ 

6S« o/cBf^b3>^>^4 0 2(dvj xznmmm 

1 2 0'N^ff^-5/cd?)©3-5'> F"C*^> D WRITE_BLOCK 

13 0 3B, m&mMi 0 3*5, 8 o*^sm 

LfcBg^ba>7^>^4 0 2 4IBM^gl 2 0^©^-^ 
si/ayt'JUO ±©e«©T F U X ^*K3*-f -5> fcA 
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•v>ayt 'J 1 4 0±tC7 r -(Jl'i^'r-^Srlgtt, Cont 

©SmA^fK >*§-a«. SET_BLOCKS_TRANSFERRED 13 0 
2&C>'WRITE_BL0CK 13 0 3^S^0|%tT3ti-5>ia^^ 

[0 06 2 ] CLOSE 13 0 4 tt. ffifttftf; 1 0 3 **, if 
-Al 8 O^'? Y*>^KW*5a*%TLfcCi*Jai6 
U^a-v-^ Ht?&-S„ CLOSE l3 0 4 -Srif — <^ 1 8 0A S 10 

gm-rzt. i 8 o «, a«4B5Ki o 3 

1 8 o©iffl©Bf^bam«K*K*-rs. ft. hu© 

[00631 II15B, IBliJSg 1 2 0 F*9©Bf#^fc3 > 
f>-;4 0 2 fc^iS* 1 0 3rt©f : '=i"^'[l]3§2 0 6 
*«fl^T-S»^OtSE39:EI-C*S. ^=2-^HSg2 0 6 

0 3«jW)H»K««3iltilfl3h4 
C t i> 1 2 0 & , m^m%. 1 0 3 

fti'^i^lal). 7 r 3-^l@lg§2 0 6B. IBISSSgl 

Lfc^Bg^b3>f->U'4 02©7'CH2>X40 1 £15? 
^dJ-T. f J 3-y@BS2 0 6». 777^i^'J14 
0^6Bg^L=J>f-> , >4 02£BXDtfiO, Bf^ffc=i> 
7->';4 0 2*7-f-fe>X4 0 1 -C^'ftL/TA^S* 
■J"*. -fel/^jUfll 4 0 2», RWHt=iv> K4 0 
5*fflL>rtffcn^„ 3>f>7gf|1 4 0 3tt, sgjffi 
7f-feX3-7> K4 0 8£ffl(,>Ttf;bft6„ ft, -eft-? 

n©anmB#©3v> K©«fiStc#i,^r«c©re^t?{ii& 30 

[0 0641I16B, 115 (CfeWSISOSi*^ 
t/^n-it*?.. T7 , y-7-->'a >iBg6^ii (1 1 
0 0 ) *>6. 7^^-: ^a>«rHtfrS (110 6) 
£X<D!BM&. mi 1 TiftH2L/fc7n-<t|3]— T'&-£© 

[0 06 5 ] r7'n->3 >i>mwrrz t . Bg^ftrt 

ffiafcKHfcSaMi 5 2 0 #HtT 3 f«3 - ^hk 2 o 
6 iiE&iljg 1 2 0 £©»#igg85&5»Lu3*i-5„ C©« 
fa - #038 2 0 6 #fiKl 15 74Il> 40 

[0066] ^sfiMa 1500 &mn$n. mmaz 

ftttSl 2 0 t*ri-¥W&'l 0 6©r B 1T"r-^©jilS 

5 2 O-cmmLtzW&tifflta l 5 7*«10tfa-y 
d8§ 2 0 6 1 2 0 ^S^©^- £ £Bg-sHt L 

atsmfctf 5 d5oi-i508)„ m&mmm 1 5 
0 0 ©s*«. ^wffi* 1 0 3 owtaiw. ^isijfs 

2 0 Bcc«fc-3-cfT*>*i-ci»s. aia«*»Trsi. ^ 

3-^mS20 B», HS^OCPU2 0 HCif^TSiJ 50 
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37>K4gWfcCPU2 0 1 I£7MS1 5 10* 
bw&ts. i«b, stares 1 0 3©C PU 2 0 1 
«, Affll«*Tjfi»I«rlE«a8a 1 2 0Klf|Lt (15 1 
2) . 7^';^>3>«7S« (1513). 
[0 06 7 ] 01 7B, y=zt-^$82 0 6*5, 

>^4oi zmn? z>^<D%m.m.m: 1 2 0 £©r8T'©^ 

)\m>^-7> Y%:m\s-tcb<D-Cfo&* Wfimm 1 6 ifcfoS 

{Wc*t5. ft, 01 7«c*n,»-r«*ieffi»sE2 1 0 1 
<DT~z<Dffi&vm®mmKi 1 5 5 iiatit^nrt-^t 
c6w. -r^-rifiBWSiKitcjKarjfttos. ks5«: 

IBOiSB 1 2 O©Bf^MS0SS 1 2 6«%ft«£«ftffl 
Lt^ltSL. Ks6»f i "3-y|lISS2 0 6<DV&m&g®K 
3 0 43&JSL»a^*ttfflOr^R8T*. 
[0 06 8 ] T7'J tr-is 3 >j£Bftl&Hi 1100 T*». 
JiTF©3 V> F^OIO 5*l&„ OPEN_CHAMCL 16 
0 0 «. rn-^[518S2 0 6^ I2t8il« 1 2 0 £©511 

m$mm-{>Z7 x--x2 07 zftLzmmmwi 2 0 

'N^tT OPEN_CHANNEL 1 6 0 03 

K*swro-,A:ia«iagBi 2o», {mmtm&<D 

[0 06 9] 0PEN_FILE 1 6 0 Hi. ira - 2T3SS2 0 
6*5, ggftilBl 2 0rt©^-Y-fe>^4 0 1 
Xl>&7 t -(Jl/£}gSf Z>tcit><D^-?ls KT*-S„ OPEN 
.FILE 16 0 1 37> K ^^Wffi o fcf 1 2 0 

[0070] VERIFY 1 6 0 2 W. ^a-^iaSg 
2 0 6*5. IBIg^gl 2 0F*9©T7'y-5 r ->'3>*'|B«I 

mm 1 2 0*JBH=»- FaSijEaofeO-raSiKiET* 

i, immm.1 2o\HM<DTy>)5--i/3>&mm£ 

tl. 0PEN_FILE 1 6 0 1 ff^U<:7 t -f W^-feX 

[0071] «e«itfBKi i 5 7 *5ffiffl§n^,Bi-^{trtgp 

fflffiig8S5SS:^a5 2 0-Ctt. JWT©3V> K^OK 

[0 07 2] VERIFY_CERT 1604B, 7 J 3-^[5I8S2 

o 6*5, wEwmtimms 1 2 o^ittsav^ kt 

VERIFY_CERT 1 60437> K^^ff UfclBii^ 
SI 2 0B. fEW«*fflaE , T4. 

[0 07 3] SEND SESS IO N K E Y 1 6 0 

5 8. BBH&K 1 2 0*5. f : =i"^t5]8§2 0 6-Bf^ 
IIHIS81 2 6rifiSL./cH2 ^3>SlKs5£j£{M-f&a 
V> Kr*>-5„ ESTABLISH_PLAY_SESSION 1 6 0 6 «, Ks 
5*S:WI?o/c7 ; n-^lHlS§2 0 6*5, B§# MSIslffi 3 
0 4 -C£.f&Ltc-te vis a ^HKsS^^S U. Ks6*Ks5-e 



(10) 

17 

[0074] m-gmt&m i 5 o o t-«. tiT©3-?> k 

*^OmO$n-S„ READ_L I CENS E 1 6 0 7 
S*. f=n- ^IhIS§2 0 6#i. IB^M 1 2 0 -^ic^dlT 
7-TH2>X40 1 <DS»(t«rJg^-r 53?> Kr&-2> 0 SE 
ND_PLAY_LICENSE 1 6 0 8 «, 7 Z*-%m&2 0 6 #S, 

tau^gi 2o*^5^>x4o i ^K^aj-r^-?^ 

[0 07 5 ] J&Tftffll 1510 "CS*. WT©=»v> F# 
^OIX'J CL0SE_FILE1 6 0 9«, f^-^HSg 

2 0 6^. iBlIJIg 1 2 0 <D7 7 A )l>km 10 
tft"'5)=i^> FT'&&„ CLOSE_CHANNEL 1 6 1 0 &*. ffi 

io3*s, *s»»@ 1 2 o tom-cmmis-cwc 

[0 07 6 ]118(J. 5-{-fe>X4 0 1 ©TOf^T 

ofe-r^-^u^ 0 6^ sagiitai 2 0*6^4 
*-c«:B8#ft3*vct>.&fc«>. $(cfB£§t£8i 20^6 

^n-^[D]Sg2 0 e-T-'-^^K^a-r/c^T'^fcC^CD 20 
"C> Dl7}''feX37> K4 0 8©<&£ffll>-C£fiil£f7 
5. §&gri>-fe;*3-?>F4 0 9 *3Mfflt/t 

[ 0 0 7 7 ] 0 1 8 CjSSlTB, feTF©3 v> F 

SET_BLOCKLEN 1704&*. fa-fi 
SS2 0 6^, m^-tii^mt^^T- > y4 0 20-lf-fX 
&K«£!fll 1 2 0 ^^ffi-T S37>Fr$,4. SENT_BLO 
CKS_TRANSFERRED 1 7 0 5 tt. f r 3-^|o|?g2 0 6*5. 
SB^Sl 2 0rt<O«f^b3>7 % >^4 0 2 4— ffi«C« 
^ajtVtt£}gST£3V> FT';fc&. READ_BLOCK 30 

1 7 0 61*. -r=i-in5]5g2 0 6 B^t" £B§#lb3 
>f>'>4 0 2©7 FU-X£iBWMggl 2 O^SUT 
B|HHb3>f>y4 0 2%iAfflU m&zif'? tclsblC 
ffil-f £3V> FT&S. 

[0 0 7 8 ] c©J:5Jtc»JSJct"r*C4«cj:o-r. 
jc^-o^s©^- # £«#-r -2. C i ^ai3S-2)o 

[0 07 9 ] 

[0 08 0] S/c. #IPJ!-C{*. ^>/"fb> ; X^> 
tt©flj^f#$8«. £>M-Ui>x£> h-ti^-^bl*)©^ 



mi 2002-22986 1 
18 

& # >^ u- ^ # > f ^ - j^®g»H«& 'J 

[0 0 8 1 ] 3e>&c. *56WTtt. £>^U^X£>h 
* -;H*9-CHfff £ T 7" 'J 3 > £Bf^Hb U X 

■? 5 ? -> a ^ >; #> tbmfriU L/rtSP©RAivr^MW u 

IBIl^Mic-Sfc^iii-r^ci^nj^-c. Lfr<b%m<D 
& r :/ u 4r - »✓ 3 > % f B^gft -r* » £<, 

[an *»w%afflLfciatt«a©mt^«*5%r« 

[12] *»w*afflofciB»«ia**wf*s/^-?A 

*©«J&0T-&&„ 

[H4] «^JS5Rccjstt3nA:T*3-inai«<o«iiHa-c 
[0 5] ia^giJi^S85K*L-c-y--^ra-c©3v> 

F^^T^f 0T'*-5. 

[06] w-^baeeK»jW!Hi©7o-ia-c**. 

[07] IS^jffi^CC^Sn/cSB^g*^- ^'*>e>3 

[0 8] **w*Wfflsnte#«aw)y7 ^i7©« 

[0 9] *^(c*sW-5Bi-^lbaffig3§©5tji^T0 

[010] 2ts|6B^{C*5W-2>^-('-fe>^©#S& ; &^-r0-C 

[011] *^tctsW43>f>^»^16^tEl'r 

[112] ##6WKfctf £#^>P- FB^OMII^jE* 

[013] *»WCC*5WS9-f -fe>^BSl»^03^> K 

[0 14] ^B«CC*5^^>r?>r>^^f#B#CD^v> K 

[015] **W03>^>^S^O««<D«RR*7S 

[016] *»WCC*5W4||*^0«ia*^Lfc7a- 
0r*^ o 

[017] f r =J-fiaBSO^^-fe>x9(»0=JV> Kcd 

0 IX 0 * Tjk L 7 a - 0 r * -5> o 
[018] r^-^@^CDr3>f->^Kf#corJV> KcD 

[019] **!BmS7^^^37> K<DfllfiS*7S 

T0t?«>^ o 



IS 

1 0 0- -^--fcfX^nmV #\ 10 1 -IBfaT^y-Jr- 
J/a>, 10 3-1« 1 0 8-&*H« t 109 
-■WftrtaRiflWIK* 1 1 0-T**X=iv>h\ 1 

2 0-IB^S, 1 2\-%y^l>zsX*tZs V^zV^- 
;k 1 2 UO-^^vi/a^l 1 

*H2^fiFPi«ji8, 1 5 1 — msnraiKtak 1 5 2-kh*hs 



(11) ^2 00 2-2 29 8 6 1 

20 

^ra-SHSSS, 40 1-7^>X. 4 0 2-iMjt3 

IBM, 4 0 5 v 4 0 6-pgJHt=i-7> h\ 407-o> 
r>7|dft, 4 0 8, 4 10-ti7m37>F, 
40 9, 4 1 1"*irm37>F, 5 0 0-Hg# 

immmffimL%m. 6oi-^>r>7g^ 604 

~ ^-{iz>zm@. 6 0 5-3>f >^3S(i, 7 0 1- 
T^y4r-^a>, 7 0 2-«f^b9W», 7 0 3-« 

aMS3Kr^i/^-^3>, 8 0 1 •-Hg^biimsss, 9 

10 0 1 -5^-fe>xi2fl k 100 1-Bf<k3>f>7E 
ft, 1 1 00-77'>J^->3>ilM 1120- 

ssafi^a. 1 i3o-»7«i, i8oi-37>f 

1 8 0 2-S5, 1 8 0 3-f-i?xy7, 1 
8 1 1 -Itt, 1 8 1 2-Hz* * V?a Is^Jl. 



* 



[HI ] 

Bl 



[02] 



•a 2 




TWr— ^/a>^n^A 144 



[05] 



05 






















140 






7M»X37^K 110 



130 ' 



123 



UK 



fDB 

136 



7^V- 
127 



CPU 
12B 



SAM 

129 



ROM 
130 



124 



I 



(12) 



1#giO 2002-229861 



7Vt "^-210 



£430209 



[03] 
03 



[04] 



CPU 

201 



204 



205 



206 



RAM 

202 



ROM 

203 



207 



15^ei20 



301 



304 



305 



306 



/<X308 

A 7 



RAM 
302 



ROM 

303 



307 



[09 ] 



[08] 




%2*a.— JUIZL 




[018] 

El 8 



_3PJ 23fl_ 



SET BLOCKLEN 1704 



SENT BLOCKS TRANSFERRED 1705 



READ BLOCK 170B 



7 



(13) 



&m 2002-229861 



[06] 
06 



^ Mte ] fl««»«3i«yi510 



501/ 



503 



504 



i z£= 1 ^507 



i m^bA«aflH0Kft&a952o 

* . .508 



I BBSS 



509 



* ^511 



,513 



512 



[014] 

El 4 



120 



IB 0 



, SET BLOCKS TRANSFERRED 1302 



WRITE BUOCK1302 



(14) 



ftffl 2002-229861 



[17] 









07 

Content ID,C(Ka,KPmc||lmc> 601 ^ 




\ 




180 




r.y*>3>filKs12Mi E(KPmc.Ksl) 602 


< ■ 


s22HE E(Ks1 ( KPml|J<s2||CRLUpdate)6<^ 






^ E(Ks2.Ci 

« ^ 


iL|IE(KPm1,TransacationID||Acm||Kc|lAcp)) 
f>7^i E(Kc,Content) 605 







[010] 

BIO 



[0 11] 




(15) 



2002-22986 1 



12] 



tmmm.i2o 



mi2 



J &— /<180 



Tzr>)!r— ->3> 
&Si9BM 1100 




1103 



/~1 



1105 



7?Ufr-vg>frgfT 1 ^1106 



1101 



B-^fi:»«»tttt3M!iSS0(> 



£a«*m 1120 



I . .1112 



ll^ 7 " 




,1108 ,1109 



] 



1115 



1117 



Yes | 

i ^-^ a 1 



kr_as«iisi 



1T33 



ttTdfiS 1130 

,1136 



it 



111135, 



H~T" 1134 



(16) 



mm 2002-229861 



120 



[013] 



[015] 

a is 



if- A18 0 





^ OPEN CHANNEL 1201 








OPENFILE 1202 




1 


a VERIFY 1203 













, SBVD_CERT 1205 



SET_SESSION_KEY 1207 



ESTABLISH WRITE SESSION 1208 



SET LICENSE 1210 



WRITE LICENSE 1211 



, CLOSE FILE 1219 



GLOSEjCHANNEL 1214 



QEBU20fl 



ESTABLISH WRITE SESSION 1208 f 



CLOSE 1212 



140 



r>7SB 1403 




M±1 



5^> 



[017] 



K17 



gESSElOO 



«H?flftcl 0 3 
201 206 



OPEN CHANNEL 1600 



QPEN_F1LE 1601 



VERIFY 1602 



VERIFY CERT 1604 



SEND SESSIONKEY 1603 



ESTABLISH_PLAY_SESSIQN 160g 



READ LICENSE 1607 



SEND PLAY LICENSE 1606 



CLOSE FILE 1609 



CLOSE CHANNEL 1610 



hob 



mm**** 



[019] 
BD19 



!|&«7*-fe*=i-«7>K408 



1801 



ii [ i 

1802j ^ >>fa ,|f 



7— * x'jy 1803 

3 I ^—£,1806" 



1804- 1805 SlaT^-bvW^^h^OO 

37>Ka- Ki80i,i804 





aft 






1811 


1812 





■t*18U 


READ 




WRITE 




MAS 


Moascit*^ an* **> 














nn 


1 




2 


rt^itLTfftt^E';-iij* 


3 





(17) 



mm 2002-22986 1 



[016] 

mi6 



i5^SBl20 8§?$&g5fcCPU201 "7*3— 9 m S&206 











1 


L* te1102 






r^"^ ^1103 
No 

^1104 








'ai/t^ff U-1106 











«afi#i3I 1500 



1503 



I f"f ftj¥ 3^ 



2HI1502 



1504 



£{11506 



15^ 



1501 



1507 



-H ^— ^KTC*U 15Q8 



^TiHU^^ No 




1509 



&T*Q® 1510 



Sfel512 r 



1513 



T 7 



(18) 



ftffl 2002-229861 




190; 



r 



1904 



1906 | » T ) 
1907 



^ ^3^1905 



[02 2 3 



M22 













E(K.D) 






mm 


aub 




teaA£te&B&&*surctir$a 




ContentlD 








Ka 




CA-e^^rf^$tL-ctN6^® 




Kmcx 








KTrncx 














^^Certificate) 


C(Ka,KPxxj| 
Ix*) 




KPxx U Lra 1 E(Ka, H( KPxx | Ixx) ) 




Tr&asactionlD 








Ksx 








Kmx 








KPmx 








CRLUpdale 








ACxn 








ACp 








Kc 







(19) 



WSH 2002-229861 



[02 1 ] 
(g|21 



2001 ^r— *S»J«iai 906 




2005 



2008 



2006 



2009 



2010 



2014 



2011 




I o 7 K 



2012 



(51)Int.Cl . 7 
GO 6 K 
G 1 1 C 
H04L 



19/073 
16/02 
9/08 
9/10 



F I 

G 0 6 F 9/06 

G 0 6 K 19/00 

G 1 1 C 17/00 

H04L 9/00 



6 6 0 L 
P 

6 0 1 P 
6 4 1 
6 0 1 A 
6 0 1 E 



5 J 1 0 4 



(20) 



ttR 2002-229861 



2 1 A 



(72)^^ nm 7tm 

#JSJi|SJi|ttl1jtf£KI*M*iD99*Jfe ft 

(72)#6BJ# 5J1 Bf^ 

3(«aMv¥Hr±**«r£Ta2o»i-^ * 

(72)|6^# TKft ** 

»^JI|»JI|©7fT«*IZI»#1099Sia * 



jwi»m±*#i«riTi2««i # « 

5££I±B fflHfSf SOU - ^rt 

F £ — A (##) 5B017 M07 BA07 CA15 CA16 
5B025 AC00 AE10 

5B035 AA01 AA07 AA13 BB09 BBU 
BB12 CA02 CAUL CA39 

5B065 BA09 PA04 PA14 

5B076 BB06 FA20 FB01 

5J104 M01 AA16 EA04 EA18 3A03 
NA02 NA35 NA42 PA14 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 
[^black borders 

□ image cut off at top, bottom or sides 

□ faded text or drawing 

□ Blurred or illegible text or drawing 
g9 skewed/slanted images 

J 

W COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



